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é/ PJM Security Update — March 2024

Important Security Alerts Key Threats

Exploitation of unpatched vulnerabilities

» 2024 Threat Assessment: ODNI| 2024 report o o
ATA-2024 highlights nation-state threats. Plrnlng) £ine) siinling S

Distributed denial of service attacks

» CISA report on Volt-Typhoon related cyber
activity: Actions for critical infrastructure
leaders

Business email compromise

Contact PJM

* Vulnerability advisory AA24-060b: Multiple |
* To report unusual events, notify your normal PJM contacts.

vulnerabilities in Ivanti VPN products are being
actively exploited.

To report connectivity issues contact Member Relations.

To report suspicious email, notify SecurityAlertTm@pjm.com.

» Microsoft update on Midnight Blizzard
attack: Attackers using data found in emails,
and have increased their volume of attacks.

Share this info with your security team.
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é/ Contact

Presenter:
Joe Callis

Joseph.Callis@pjm.com

Security Update Member Hotline
(610) 666 — 8980

(866) 400 — 8980

custsve@pjm.com
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