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é/ PJM Security Update — March 2024

Important Security Alerts Key Threats

* Phishing and smishing attacks
* Joint advisory on Volt Typhoon: Highlights

tactics used to breach systems and pre- « Exploitation of unpatched vulnerabilities

position for future disruptive operations. » Distributed denial of service attacks
« Long term infiltration campaign: \Volt * Business email compromise
Typhoon actors have worked on infiltrating
critical infrastructure for last five years. Contact PJM

« Nuclear plant operator charged in data leak: » To report unusual events, notify your normal PJM contacts.

Security vulnerabilities data was posted online.

To report connectivity issues contact Member Relations.

« NARUC and DOE release security baseline To report suspicious email, notify SecurityAlertTm@pjm.com.

doc: Guidance defines baselines for electric » Share this info with your security team.
distribution systems and DERs.
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é/ Contact

Presenter:
Jim Gluck

Jim.Gluck@pjm.com

Security Update Member Hotline
(610) 666 — 8980

(866) 400 — 8980

custsve@pjm.com
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