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é/ PJM Security Update — April, 2023

Important Security Alerts PJM Actions
. Continued DDOS Attacks: E-ISAC * Following DHS CISA shields up recommendations

members report unsuccessful DDOS attacks. ~ * Blocking international and anonymized network traffic

* Prioritizing external vulnerability remediation
* Elec. Infra. Vendor Ransomware Attack: roftfizing external VUInCrablity iat

Reports of ransomware attack against * Exercising incident response plans
vendor, no client impacts reported.

Contact PJM

* MS Outlook Zero Day Vulnerability:
y y * To report unusual events, notify your normal PJM contacts.

Outlook client vulnerable without user action.

Security update available. * To report connectivity issues, contact Member Relations.
« IAM Best Practices Published: CISA and * To report suspicious email, notify SecurityAlertTm@pjm.com.
NSA release joint paper on |dentity and « Share this info with your security team.

Access Management (IAM) Best Practices.
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https://www.cisa.gov/news-events/alerts/2023/03/21/cisa-and-nsa-release-enduring-security-framework-guidance-identity-and-access-management
mailto:custsvc@pjm.com?subject=Connectivity%20Issue
mailto:SecurityAlertTm@pjm.com

