2022 PJM Grid Security Drill
October DTS Update

e

Ed Figuli, Sr. Operator Trainer
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Inject Implementation
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Exercise Tools

https://connect.pjm.com/annualgridsecurity/

BROWSE PAGE PUBLISH

é Grid

Drill SimUtator

Security Drill Planners / Trainers

Al Call **** FOR EXERCISE PURPOSES ONLY ****

DOE-417

RCIS

PJM Grid Drill Tools:
Site contents

Transcripts of PJIM All Call messages are available on the All Call page.
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https://connect.pjm.com/annualgridsecurity/

é/ Continued Education Hours (CEH)

8 hours (approx.)
All CE hours will qualify for Simulation & EOP

CE credit will require participation in all exercise activities

Operators must be fully dedicated to exercise activities
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é/ Inject Overview

* Bulk Electric System Injects
— All voltage levels affected (except 765kV)

— Substation and line outages
* Cyber attacks
* Physical attacks

« Data outages
— Loss of ICCP Links
— Loss of control
* Events requiring notifications
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DIMA Screen Shot PJM West
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é/ Schedule

Activity
Monthly Planning Meetings

Confirm Participation

Individual Member Inject Discussion Meetings

State Agency Coordination Meeting

Simulation Snapshot Date

Inject Deadline

Inject Freeze Date
Scenario Walkthrough Meeting with TO’s / GO’s Only

Player and All Call Contact Information in SharePoint October 7
Communications Test (Phones, Email, & All Call) October 25 (1000 hrs)

Final Planning Meeting November 3

Drill Execution / Capture Actions and Lessons Learned November 15 (0800 through 1700)
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é/ Next Steps

All

* Populate contact information in Grid Security Drill SharePoint
site (trainers, players, and All Call information and request
SharePoint access for select participants that are submitting
DOE-417 (10/7)

 Communications Test (Phones & All Call) (10/25 1000 ET hrs)
 Final Planning Meeting for all Stakeholders (11/3)

* Ensure everyone that needs access to SharePoint on the day
of the drill has tested their access

« Exercise on November 15!
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b ] ~ Contact Information

Ed Figuli | edward.figuli@pjm.com | 267.649.1830

Nitin Sem | nitin.sem@pjm.com | 610.635.3068

Rebecca Gerber | rebecca.gerber@pjm.com | 610.666.4660
Samantha Lutcza | samantha.lutcza@pjm.com | 610.666.2183
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