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Technical Notifications

PJM to stop supporting Transport Layer Security (TLS) 1.1 on November 1, 2021

« Update the non-compliant source device (browser or browser-less) deployments, so that obsolete TLS protocol configurations can be
updated expeditiously or disabled.

» Please refer to the Weak Encryption Remediation Guide for details on identifying and remediation of TLS 1.1.

« This restriction is currently implemented in our Train environment which can be used to test your interfaces.

PJM to implement mandatory PKI (Public Key Infrastructure) certificate use by user login.

» PKI Certificate required to login to Ex Schedule and OASIS beginning May 4 (Ul and Browser-less)

PKI Certificate required to login to DR Hub - Opt-in TRN — Junel4th, Opt-in PRD — July 15", Mandatory — 2022 Q1.
» Applies to Browser-less DR Hub connections only. Typically involves service accounts used for Web Services.

» Frequently asked questions (where, when, why and how we are doing this). Educational Session.
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https://go.pjm.com/e/678183/ryption-remediation-guide-ashx/5r8nq/282295291?h=v8MJYZ1oQkNEgbOPmAwiMvlQcDmtQnzAGFfNgVxg2uM
https://www.pjm.com/~/media/etools/security/pki-faqs.ashx?la=en
https://www.pjm.com/-/media/committees-groups/forums/tech-change/2020/20200813-special/20200813-pki-educational-session.ashx
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